MINISTRY OF EDUCATION AND SCIENCE OF UKRAINE
Lesya Ukrainka Volyn National University
International Relations Department
International Relations Faculty

SYLLABUS
of an optional academic component

«FOREIGN INFORMATION MANIPULATION AND INTERFERENCE»

training Master

Lutsk — 2025



Syllabus of the academic component “Foreign Information Manipulation and Interference” of the
Master's degree program.

Developer: Doctor of Political Sciences, Professor, Professor of the International Relations
Department, Nataliia Karpchuk

Approved
by the Guarantor of the Education and Professional Programme:

, :}v./}fk’,_. Prof. Nataliia Karpchuk

The syllabus of the academic component Foreign Information Manipulation and Interference
was approved at the meeting of the International Relations Department
Protocol No. 1 as of September 1, 2025

The Head of the Department:  / Y Yevhenia VVozniuk

© Karpchuk N., 2025



I. The description of the academic component

Field of knowledge, Characteristics of the

Indicator Name educational and academic component

professional programme /,
education level

Full-time form of Optional
education C Social Sciences, Year of study: 1
Journalism, Information and | Semester: 1°
Number of hours / International Relations, Lectures 10 h.
credits C3 International Relations, Seminars 14 h.
12074 International Strategic
Communications,

Independent work 88 h.
Consultations  8h.

Master

Form of control: credit.

Language of education: English

I1. Information about the instructor
Name Nataliia Karpchuk
Scientific Degree Doctor of Political Sciences
Academic Title Professor
Title Professor of the International Relations Department
Contacts Natalia.Karpchuk@vnu.edu.ua, 097 494 3183
Days Classes according to the schedule (https://ps.vnu.edu.ua/cgi-bin/timetable.cqi )

I11. Description of the academic component
1. The academic component abstract

The syllabus of the optional acdemic component “Foreign Information Manipulation and
Interference is compiled taking into account the possibility of forming an individual educational
trajectory of master's level students.

The concept of "FIMI", its connection with the concepts of “fake news", "disinformation”,
"propaganda”. The Chinese "ecosystem™ of FIMI: China's public diplomacy in the EU. The
Chinese "ecosystem” of FIMI: China's soft power and narratives. The Russian "ecosystem™ of
FIMI. Narratives of other actors in the EU information space and the impact on European values.
Populism that undermines trust in the political process and EU institutions. Disinformation on
health and environmental protection. Disinformation that threatens security and destroys civil
order. Social networks, messengers and artificial intelligence: opportunities and threats for FIMI.
Countermeasures and tools to counter FIMI: EUvsDisinfo. European Centre of Excellence for
Countering Hybrid Threats. Experience of EU Member States in combating FIMI. EU-Ukraine
cooperation to counter FIMI.

2. The purpose and objectives of the educational component

The purpose of the AC is to provide knowledge about the nature, goals and means of foreign
information manipulation and the interference of foreign actors in the internal politics of states.
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The main objectives of the course are to study the basic categories and concepts of FIMI, to
develop and improve the skills of analyzing FIMI operations, which are resorted to by participants
in international relations.

3. Soft skills
ability to analyze information sources, detect fake news, manipulations and propaganda;
assessment of the reliability and bias of content; ability to systematically analyze information
campaigns, narratives and influence strategies; work with cases of real information interventions;
ability to express opinions in a reasoned manner, to lead discussions on sensitive topics; effective
presentation of research results; awareness of cultural characteristics in the perception of
information; ability to recognize the emotional impact of information on the audience; awareness
of the limits of what is permissible in information warfare; understanding the impact of
manipulation on democratic processes; ability to listen and take into account different points of
view.

4. Structure of the academic component

_ _ Control/
Titles of content modules and topics g | g £ § é g points
[ 4 l» | £ 20
Content Module 1. FIMI nature and actors
Topic 1. The FIMI Concept 15 |2 2 10 1 DS, P,
PM/CM
12
Topic 2. FIMI Actors 23 2 2 18 1 DS, P,
PM/CM
12
Topic 3. Populism and Disinformation asa Threat | 15 2 2 10 1 DS, P,
to Democratic Processes PM/CM
12

Total for content module 1 | 53 6 6 38 3 36 points
Content Module 2. Counteraction to FIMI

Topic 4. Countermeasures and tools to counter | 28 | 2 4 20 2 DS, P,
FIMI: EUvsDisinfo. PM/CM
12+20
Topic 5. European Centre of Excellence for | 39 2 4 30 3 DS, P,
Countering Hybrid Threats. Experience of EU PM/CM
Member States in combating FIMI. 12+20

Total for content module 2 | 67 4 8 50 5 64 points

Total | 120 | 10 | 14 | 88 8 100 points

Control methods: DS — discussion, DB — debate, T — tests, TR — training, PM/CM —
problems/cases management, IST/ISW — individual task/individual work of the student, SGW —
work in small groups, MTP/TP — module test paper/test paper, Ab — abstract, analytical note,
analytical essay, analysis of the work, P - presentation.



V. Evaluation Policy
The teacher's policy regarding the student

Attending lectures is an individual decision of the master. But absence from seminar classes
must be justified by objective reasons (for example, illness, international internship, participation
in scientific events, employment, etc.). In this case, training can take place according to an
individual plan in agreement with the teacher.

In the conditions of martial law or quarantine restrictions, the educational process at the
university can be carried out in a mixed form of education, namely: face-to-face in the classroom
or remotely in Microsoft Teams.

Academic Integrity Policy.

Zero tolerance for write-offs. Plagiarism and copying during the performance of written
assignments (in particular, using mobile devices) are gross violations of the principle of academic
integrity and are unacceptable in the process of studying the course.

If Al was used for the preparation of analytical tasks, the student recognizes and claims it
and bears full responsibility for the validity of the results.

Deadlines and Rescheduling Policy.

All theoretical tasks are submitted on the day of the seminar. Working students coordinate
the assignment schedule with the teacher. Missed classes are passed only if there is confirmation
of a valid reason for the absence (certificate of absence due to illness or a statement about the need
to miss classes).

If the student has completed the training and received the relevant Certificate, then the
topic/topics of the discipline can be considered as passed (it depends on the subject of the training
and is decided separately in each individual case).

For instance, if a student has undergone training under the project “EU Counteraction to
FIMI” (ERASMUS+ JEAN MONNET MODULE Ne 101172342 — EUC2FIMI — ERASMUS-
JMO-2024-HEI-TCH-RSCH), or other respective training, he/she may not attend the lectures and
will have to perform only practical tasks.

Passing and retaking the exam from the course is regulated by the Regulation on current
and final assessment of knowledge of students of higher education of VVolyn National University
named after Lesya Ukrainka (https://hell.your-objectstorage.com/vnustorage/s3fs-public/inline-
files/-2025-0lozhennya_pro_org_anizatsiyu_navch-pr_otsesu_u_vnu_red_0.pdf) .

Opportunity to get additional (bonus) points
There is the respective system of bonuses at the International Relations Faculty and students
may be added no more than 15 points to their current control.

V. Final Control

The credit is given based on the results of the current work, provided that the student has
completed the types of academic work specified in the syllabus. If the student did not attend
classroom classes (for good reasons), during consultations he/she has the right to work through the
missed classes and get the number of points that was determined for the missed topics. On the date
of the credit, the teacher writes down in the statement the amount of current points that the student
scored during the current work (scale from 0 to 100 points). If the student scored less than 60
points during the current work, he/she takes the credit during the liquidation of academic debt. In
this case, the points scored during the current assessment are canceled. The maximum number of
points for the credit during the liquidation of academic debt is 100.
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Questions to prepare for the credit:
. The concept of “FIMI”
. The concept of “fake news”
. The concept of “disinformation”
. The concept of “propaganda”.
. The Chinese “ecosystem” of FIMI: China’s public diplomacy in the EU.
. The Chinese “ecosystem” of FIMI: China’s soft power and narratives.
. The Russian “ecosystem” of FIMI.
. Narratives of other actors in the EU information space and their impact on European values.
. Populism undermining trust in the political process and EU institutions.
10. Disinformation on health and environmental issues.
11. Disinformation threatening security and destroying civil order.
12. Social networks, messengers and artificial intelligence: opportunities and threats for FIMI.
13. Countermeasures and tools to counter FIMI: EUvsDisinfo.
14. European Centre of Excellence for Countering Hybrid Threats.
15. Experience of EU Member States in combating FIMI. EU-Ukraine cooperation to counter
FIMI.
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V1. Grading Scale

Grading scale Linguistic scale
90 — 100
82 -89
75-81 credited

67 -74

60 - 66
1-59 Not credited (it is necessary to repass)
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